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COMMENTS
CAGING THE BIRD DOES NOT CAGE
THE SONG: HOW THE
INTERNATIONAL COVENANT ON
CIVIL AND POLITICAL RIGHTS FAILS
TO PROTECT FREE EXPRESSION
OVER THE INTERNET
I.

INTRODUCTION

At 1:00 a.m., there was a knock at his door. Awakened, a man was
dragged from his bed, beaten, handcuffed, and then thrown in jail for
speaking his mind. Born and raised in a developing country, oppression
was nothing new for him. He had seen and felt things that burned deep
into his inner soul. One day, he dared to share his thoughts with others
over the Internet. He hoped and prayed that through this new technology, he could at last communicate freely to his fellow citizens and people
all over the world. He told his story. It flowed like a sweet song of freedom, but that night it was silenced before it had barely begun. Though
this story is hypothetical, many people around the world continue to experience similar human rights violations.'
International human rights law is a relatively new subset of interna1. System Error in China, Asian Wall St. J. Art. 38 <http://ptg. djnr.com/ccroot/asp/
publib/story.asp> (Dec. 17, 1998). In March 1997, Chinese authorities arrested Mr. Lin on
charges of incitement to subvert the government. Id. at 2. Mr. Lin owned and ran an
Internet job search and marketing company in Shanghai. Id. at 1 1. His arrest stemmed
from him providing of 30,000 Chinese e-mail addresses to a dissident newsletter (VIP Reference), which publishes uncensored news and political commentary about China. Id. at T1
2. This newsletter is accessible to about 250,000 readers worldwide with most of its readers in China. Id. The government felt threatened by Mr. Lin's activities and took the most
direct and effective form of censorship of Mr. Lin: his arrest. Id. at T 5. Lin's wife claims
that her husband is not a political activist and that he provides the address in exchange for
a list of addresses for his own commercial database. Id. at 2. The Chinese government is
using Mr. Lin as an example. Id. For years the governing Communist Part has enjoyed
complete control of news and information; with the Internet this control is being
threatened. Id. at 1 5. In this case, the government is hoping that Mr. Lin's conviction will
deter other Internet users from posting and receiving such news and information. Id.

372

JOURNAL OF COMPUTER & INFORMATION LAW

[Vol. MX

tional law. 2 It originates from a variety of sources such as customary
international law, as well as international and national instruments 3 developed since the end of World War II. These include: the Universal Declaration of Human Rights;4 the International Covenant on Civil and
Political Rights ("ICCPR"); 5 and the International Covenant on Economic, Social and Cultural Rights ("CESCR"). 6 All incorporate approaches and terminology to protect the right of individuals to free
2. Human Rights From Rhetoric to Reality 89 (Tom Campbell, David Goldberg, Sheila
McLean & Tom Mullen ed., Basil Blackwell 1996). The editors of this book believe that
only in the twentieth century has International Human Rights law been promoting protection. Id. The main reason for this lies in the scope of international law itself. Id. Traditionally international law has been defined as the law governing the behavior of states in
their relations with each other. Id. And not as a body of law, which prescribes the ways in
which states, and their institutions, should behave towards persons who are their nationals or subject to their jurisdiction. Id.
3. Hurst Hannum, Guide to Intl. Human Rights Practice 6 (U. of Pa. Press 2d ed.,
1992). Hannum noted that more than twenty multilateral human rights treaties create
binding obligations on state signatories, for example the United Nations Charter. Id.
4. United Nations, Universal Declarationof Human Rights <http://www.fourmilab.
ch/etexts/www/unludhr.html> (Dec. 10, 1948). The UniversalDeclarationof Human Rights
preamble recognizes that the inherent dignity, equal and inalienable rights of all lay a solid
ground for freedom, justice and world peace. Id. at preamble 1 1. Disregard and contempt
for human rights, brought on by inhuman acts, outrages the conscience of mankind. Id. at
preamble
2. "Human beings [should] enjoy freedom of speech and belief and freedom
from fear and want . . ." Id. World peace requires 'the development of friendly relations
between nations." Id. at preamble 4. All people and nations should keep this Declaration
constantly in mind, and strive to promote rights and freedoms. Id. at preamble 6. The
Universal Declaration of Human Rights: A Commentary, Art.1-13 (Asbjorn Eide,
Gudmundur Alfredsson, Goran Melander, Lars Adam Rehof & Allan Rosas ed., Scandinavian U. Press 1992). At its first session in 1946 the UN referred the drafting of the Universal Declaration of Human Rights (UDHR) to the Economic and Social Council (ECOSOC)
for submission to the Commission on Human Rights. Id. In 1948, a year and a half after
the initial outline was drafted, the International Bill of Human Rights was passed. Id.
The UDHR has since acquired major international significance. Id.
5. United Nations, Intl. Covenant on Civil & Political Rights, 999 U.N.T.S. 171
<http://www.unhchr.ch/html/menu3/b/a-ccpr.htm> (Dec. 16, 1976) [hereinafter Intl. Covenant on Civil and Political Rights]. It entered into force on Mar. 26, 1976. Id.; see M.
Cherif Bassiouni, Symposium: Reflection on the Ratification of The InternationalCovenant
on Civil and PoliticalRights By The United States Senate, 42 DePaul L. Rev. 1169, 1170
(1993) (reviewing the history of the ICCPR and its purpose).
6. See generally United Nations, Intl. Covenant on Economic, Social and Cultural
Rights <http://wwwl.umn.edu/humanrts/instree/auob.htm> (Dec. 16, 1966). In the preamble to the Covenant the States Parties recognize that:
ITihe equal and inalienable rights of all... derive from the inherent dignity of the
human person, . . .[and that] the ideal of free human beings enjoy[ing] freedom
from fear and want [can] only be achieved if everyone may enjoy his economic,
social, and cultural rights, [and] his civil and political rights. . .which include a
responsibility to strive for the promotion and observance of the rights recognized
in the present Covenant.
Id. preamble
1-5.
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speech and expression. 7 These three instruments are known as the International Bill of Rights8 because they are uniformly grounded on basic
principles similar to those found in the United States Bill of Rights. 9
This Comment analyzes how well the ICCPR protects free speech on
the Internet,' 0 a medium that has grown tremendously since its inception in 1969.11 The Internet is often called the printing press of the
twenty-first century; it is a major development in enabling people to
communicate freely with others and to obtain information. All around
the world Internet users are demanding protection for their right of free
expression in this new medium. 12 For instance, the United States
passed the Communications Decency Act ("CDA") in 1996 to protect free
expression, distribution and reception of electronic information. By its
plain language, the CDA creates federal immunity for any cause of action that would make service providers liable for information originating
with a third-party user of the service. 13 Elsewhere, rights and freedoms
have come under increasing attack as governments seek to control their
7. Intl. Covenant on Civil and PoliticalRights, supra n. 5, at preface.
8. Scott J. Catlin, A ProposalForRegulating Hate Speech in the United States: Balancing Rights Under the InternationalCovenant on Civil and Political Rights, 69 Notre
Dame L. Rev. 771, 772 (1994) (noting that the basic principles include: the value of human
dignity, nondiscrimination and equality, and a balanced view of the interrelation of competing right).
9. U.S. Const. amend. I (stating that "Congress shall make no law respecting an establishment of religion, or prohibiting the free exercise thereof; or abridging the freedom of
speech, or of the press; or the right of the people peaceably to assemble, and to petition the
Government for a redress of grievance").
10. ACLU v. Reno, 929 F. Supp. 824, 830 (E.D. Pa. 1996). This case describes the
Internet as a large network that interconnects smaller groups of linked computer networks. Id.
11. Id. at 831. The Internet dates back to 1969; at that time it was a project known as
the Advanced Research Project Agency (ARPA), and was called ARPANET. Id. The network linked computers and other computer networks owned by the military, defense contractors, and university laboratories conducting defense related research. Id. As time
passed researchers across the country were given access to the network. Id. This project
soon evolved far beyond its research stages in the United States to encompass universities,
corporations, and people around the World; the ARPANET came to be called the DARPA
Internet, and finally just the Internet. Id.
12. Robert May, Intl. Human Rights Treaties and Internet Censorship 13 <http:l/
www.earlham.edu/-pols/psl7971/asial/mayro.html> (accessed Sept. 22, 2000). The article
says that consideration of how the Internet must be controlled in terms of censorship is
recent and such censorship has both "positive and negative" effects on human rights. Id. at
2. Existing treaties can be interpreted in ways that defend the Internet, argue against
censorship and, for the most part, deal with freedom of speech and opinion. Id.
13. Communication Decency Act (CDA), 47 U.S.C.S. § 233 (2000) (precluding the
courts from entertaining claims that would place a computer service provider in a publisher's role). Thus, lawsuits seeking to hold a service provider liable for the exercise of a
publisher's traditional editorial functions, such as deciding whether to publish, withdraw,
postpone, or alter content, are barred. Id.
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citizens' use of the Internet. Governments seek to control Internet use
because they feel threatened, for example, by political activists who
might uncover governmental abuse, corruption or organize political op14
position, or because governments fear foreign influences.
The importance of this issue is growing with the Internet's extraordinary development. 15 Networks such as America Online, CompuServe, Prodigy, and a host of others are enabling millions of people to
communicate via the Internet. 16 Several human rights organizations
are banding together to monitor governments' violations of these
rights.' 7 With widespread access to the Internet it is useful to examine
whether human rights treaties' s are able to adequately protect freedom
of speech and restrict government interference with the new medium. 19
This Comment will focus specifically on the ICCPR and whether it
adequately protects Internet users from government interference. This
Comment will show that government policing of Internet content frequently violates freedom of speech that is protected under Article 19 (1)
and (2) of the ICCPR. Additionally, it will show how governments
rightly or wrongly justify their policing using Article 19 (3) and Article
20 (2) of the ICCPR. This Comment will argue that the ICCPR does not
adequately protect Internet users because governments abuse the restrictive provisions under the ICCPR. Finally, this Comment will propose a definitional index with the purpose of more narrowly defining
ambiguous terms found throughout the ICCPR, particularly in Articles
19 and 20, to stop governmental abuse.
II. BACKGROUND
A.

THE INTERNET

Millions of individuals have plugged into the rapidly evolving Internet. 20 These individuals obtain access through various means. 2 1 The
14. Intl. Human Rights Treaties and Internet Censorship, supra n. 12, at 13.
15. Shea v. Reno, 930 F. Supp. 916, 926 (S.D.N.Y. 1996). This opinion notes that it is
estimated that some forty 40 million individuals have access to the Internet, and that number is expected to grow. Id.
16. Id.
17. Id.
18. Id.
19. Id.
20. Id.
21. Shea v. Reno, 930 F. Supp. 916, 926 (S.D.N.Y. 1996). The court held that:
First, many education institutions, businesses, libraries, and individual communities maintain a computer network linked directly to the Internet and issue account
numbers and passwords enabling users to gain access to the network directly or by
modem. Second, Internet service providers, generally commercial entities charging
a monthly fee, offer modem access to computers or networks linked directly to the
Internet. Third, national commercial on-line services such as America On line,

2003]

CAGING THE BIRD DOES NOT CAGE THE SONG

375

most prevalent Internet service is the World Wide Web ("www" or the
"Web"), which is defined as a "wide-area hypermedia information retrieval initiative aiming to give universal access to a large universe of
documents." 2 2 A close second is electronic mail ("e-mail"). 23
The number of people who are getting connected to the Internet and
other interactive computer services continues to grow. 2 4 Because of its
speed, comprehensive content, and ease of access, the Internet has become a valuable resource for people with little time to spare. 25 Accordingly, the tremendous growth in the use of the Internet has presented
26
governments with legal issues that put a novel twist on old themes.
These include threats to the rights of privacy, 2 7 censorship, control of
competition among journalists and news organizations, and restrictions
CompuServe, Prodigy, and Microsoft Network allow subscribers to gain access to
the Internet while providing extensive content within there own proprietary networks. Finally, organizations and businesses can offer access to electronic bulletin-board systems, which, like national on-line services, provide certain
proprietary content.
Id. at 925.
22. Andrew Terrett, A Lawyers Introduction to the Internet § A Definition of The Internet <http://www.law.ed.ac.uk/it-terrl.htm> (accessed Sept. 22, 2000). This article defines the Internet as a system linking an enormous amount of documents on thousands of
computers together using "Hypertext links." Id. "Although the World Wide Web ("WWW")
and the Internet are terms that are used almost interchangeably, the WWW is actually
only a subset of the Internet." Id. at § The World Wide Web. "However, like the Internet,
no one body owns the WWW." Id. "Individuals, organi[z]ations and corporations are each
responsible for the documents they author and publish on the Web." Id.
23. Id. at § The Internet-What is it? This article shows how electronic mail is one of
the most commonly used Internet services. Id. at § Email. While the Internet provides
one-to-one communication link, electronic mail can be used for one-to-many communication
with groups and like-minded people via listserv's. Id. "For example, the UK Higher Education community enjoys the benefit of a service called Mailbase which offers academics and
students access to many hundreds, if not thousands of discussion lists on a wide variety of
discipline-specific issues." Id.
24. 47 U.S.C. § 230(a)(1) (West Supp. 1999). Increasingly, the Internet and other computer services offer citizens an extraordinary advance in the availability of education and
informational resources. Id.
25. Id. § 230(a)(2). "These services offer users a great degree of control over the information that they receive, as well as the potential for even greater control in the future as
technology develops." Id. "Increasingly Americans are relying on interactive media for a
variety of political, educational, cultural, and entertainment services." Id. § 230(a)(5). "The
World Wide Web is undergoing further development. Terrett, supra n. 22. at § From A
Passive Medium To An Active One. "It is now quite common for Web users to fill in forms
in order to take part in surveys, register preference or even purchase every-day items electronically." Id. "This inter-activity allow[s] Web-based commerce to develop at a frightening pace." Id.
26. See Zeran v. American Online, 129 F.3d 327, 329 (4th Cir. 1997) (noting that government had to recognize that the Internet would pose threats of lawsuits).
27. Sarah Kershaw, Cairo, Once 'the Scene,' Cracks Down on Gays, The N.Y. Times
International, (April 3, 2003). Article discusses how in the late 1990's Cairo was the hottest spot for gays in the Middle East, but recently Egypt is cracking down on homosexual-
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of freedom of expression and speech. 28
The Internet is a major development that has enabled people to communicate freely with others and to obtain information. However, government censorship 29 and control over freedom of expression is of particular
concern. 30 The American Library Association defines censorship as "the
change in the access status of material, made by a governing authority or
its representatives. Such changes include: exclusion, restriction, removal, or age/grade level changes." 3 1 While this definition only describes governmental censorship, 3 2 government censorship of
individuals and organizations on the Internet is one of the main threats
to free expression in this medium.
ity, which is explicitly outlawed in Egypt. The article tells how two men were arrested
when they showed up to meet a man they had chatted to on the Internet.
28. Blumenthal v.Drudge, 992 F. Supp. 44, 49 (D.C. 1998) (holding that an interactive
computer service provider could not be held liable for making allegedly defamatory statements in a gossip column, another information content provider, available to the service
provider's subscribers, wrote this column, and in absence of evidence that the service provider had some role in writing or editing material or creating or developing information in
column the court made the above holding); see generally A Draft of a Legal Policy Paperon
how to Deal with the Dissemination of Racist and Holocaust-DenialInformation via Electronic Media,particularlythe Internet <http://shamash. nysernet.org/-ajhyman/hate-law/
legalp> (accessed Sept. 22, 2000). For example, it is important to understand that using
the Internet is not one activity. Id. at § 1. When a Holocaust denier buys an Internet
account, that person may gain access to a range of different tools and devices that will
allow them to carry on different types of activity, illegal and legal. Id. at § 2. There are
different legal ramifications of each kind of activity. Id. "Loundy states this most clearly
when he writes 'liability for illegal activities in cyberspace is affected by how the particular
computer information service is viewed." Id. "Some service allows one entity to deliver its
message to a large number of receivers." Id. at § 1. "In this regard the service acts like a
publisher." Id. "Networks just pass data from one computer to another they do not gather
or edit data." Id. "Of course this leaves much to the discretion of the provider, and a sympathetic provider may be hard to convince to kick off the denier." Id.
29. Human Rights Watch, Freedom of Expression on the Internet 1 1 <http://www.
hrw.orglwr2k/Issues-04.htm> (accessed Sept. 22, 2000) (talking about how governments
around the world are acknowledging the difficulties inherent in censoring the Internet, and
how their proposed legislation continues to threaten free speech).
30. See Human Rights Watch, The Internet In The Mideast And North Africa-Summary 1 1-3 <http://www.hrw.org/hrw/advocacy/Internet/mena/summary.html> (accessed
Sept. 22, 2000) (noting that the Internet "does not exist in a legal vacuum"). In certain
countries, the laws that are in place now can regulate conduct on the Internet to the same
degree as other forms of communication. Id. at 7. These laws of course differ in different
countries, but should be in uniformity with the human rights obligations contained in the
UDHR, the ICCPR and the European Convention on Human Rights. Id.
31. See Elec. Frontier Foundation, American Library Association Definition of Censorship IT 1-2 <http://www.eff.org/Censorship/Academic-edulcensorship-ala.definition> (accessed Sept. 22, 2000) (noting that this definition was adopted by the Intellectual Freedom
Committee at the 1986 American Library Association Annual Conference).
32. Id. at 1 3. The site notes that this definition is flawed in that it only recognized
governmental censorship. Id.
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B. HuMAN RIGHTS: FREEDOM OF SPEECH
"I disapprove of what you say, but I will defend to the death your right to
say it."

33

Human rights have been defined as the rights that an individual
has, or should have, in society. 3 4 The traditional core of international
human rights is freedoms dealing with the security of the person. 35 Its
two central ideas are equality and freedom. 36 The modern concept of
human rights with its emphasis on freedom of expression has been a part
of global society dating back at least to Franklin D. Roosevelt. 3 7 In his
speech "Four Freedoms" Roosevelt called for a world founded upon four
essential human freedoms, 38 which he identified as freedom of speech
and expression, freedom of every person to worship God in his or her own
39
way, freedom from want, and freedom from fear.
Constitutional law and international law make up the legal frame33. Voltaire <http://www.send-a-quote.com/cgi-bin/fortune-mail.cgi?fortune=1469>
(accessed Apr. 23, 2001); see generally Catlin, supra n. 8 (addressing ICCPR's recognition of
the importance of free speech but deals with hate speech from the perspective of the victim,
including the view that protection of hate-based crime is misplaced).
34. See generally Pres. Carter U.N. (Mar. 17, 1977). President Carter said the search
for peace and justice has a meaning of respect for human dignity. Id. He noted that although all signatories of the UN Charter have pledged to respect basic human rights, none
can claim that mistreatment of its citizens is its own business. Id. "Equally, no member
can avoid its responsibilities to review and to speak when torture or unwarranted deprivation occurs in any part of the world." Id. Carter said that the United States has a strong
commitment to human rights, and he would seek congressional approval to sign the
ICCPR. Id. "I will work closely with our own Congress in seeking to support the ratification not only of these two instruments but the UN Genocide Convention and the Treaty for
the Elimination of all forms of racial discrimination as well." Id.
35. Harlan Cleveland, Introduction: The Chain Reaction of Human Rights, in Human
Dignity: The Internationalizationof Human Rights ix, xi (Alice H. Henkin ed., Aspen Inst.
for Humanistic Stud., 1979) (stating that at the heart of human rights is freedom, in Secretary of State Cyrus Vance's words, freedom "from governmental violation of the integrity of
the person," like torture, cruel, or degrading punishment, arbitrary arrest, denial of a fair
public trial, and invasion of the home).
36. Karel Vasak, The InternationalDimensionsof Human Rights 13 (Philip Alston ed.,
Greenwood Press, 1982) (stating that "[t]he idea of freedom was that of free ownership, of
the free possession of property, and to this was later added the idea of free enterprise, with
all the other corollaries of freedom"). "But its origins should never be forgotten, for they
account for its appearance and for its development." Id.
37. The Columbia Encyclopedia, Four Freedoms (Sixth Ed. 2001) <httpJ/www. bartleby.com/65/fo/fourfree.html>. In President Franklin D. Roosevelt's Four Freedoms
speech to Congress he laid out these four freedoms. Id. Louis B. Sohn, Louis B. Sohn, The
New InternationalLaw: Protection Of The Rights Of Individuals Rather Than States, 32
Am. U.L. Rev. 1, 20 (1982).
38. Id.
39. Id. (stating that Roosevelt expressed that there are four freedoms that were embedded in the Atlantic Charter).
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work for human rights. 40 Hurst Hannum's Guide to International
Human Rights Practice states that international human law is comprised of all international rules, procedures, and institutions designed to
promote respect for human rights in all countries around the world. In
order for this body of law to be effective every nation must respect the
human rights of its citizens and must protest when other nations do
41
not.
Unfortunately, although the right to freedom of speech and expression that applies to other forms of individual communication should also
apply to online communication, 4 2 restrictions on free speech in this medium are increasing worldwide under all forms of government.4 3 Many
countries have taken steps to censor the Internet, which violates the free
speech guarantees enshrined in democratic constitutions and international law. 44 The Internet as a means of communication knows no national boundaries. 4 5 Censorship of the Internet tramples free expression
40. Vasak, supra n. 36, at 11. This section notes that the purpose of which is to defend
by institutionalized means the rights of human beings against abuses of power committed
by the organs of the state, while at the same time promoting the establishment of humane
living conditions and the multi-dimensional development of the human personality. Id. at
§ Human Rights.
i) that human rights constitute a juridical notion; ii) that in the legal system
human rights are covered by two branches of law; iii) that human rights pertain to
the citizen and to man; iv) and that contrary to a mistaken conception which is
commonly advanced, human rights protect an individual who is not in conflict
with the State, since the State exists solely through its organs.
Id.; see generally Michael H. Posner & Peter J. Spiro, Symposium: The Ratification Of The
International Covenant On Civil And Political Rights: Article: Adding Teeth To United
States Ratification Of The Covenant On Civil And Political Rights: The International
Human Rights Conformity Act Of 1993, 42 DePaul L. Rev. 1209 (1993). International
Human Rights Conformity Act of 1993 was meant to conform the U.S. human rights law to
international standards defined by the Covenant. Id. at 1213. While this act does not address every area in which U.S. law conflicts with international norms on human rights, it
does attempt to address the most important U.S. reservations to the Covenant. Id. at 1214.
41. Hannum, supra n. 3, at 3.
42. The Internet in the Mideast and North Africa, supra n. 29, at 2 (stating that
"[wihile international treaties and instruments do not address electronic speech specifically, their assertion of the right to 'seek, receive and impart information and ideas through
any media and regardless of frontiers' (emphasis added) is clearly applicable to expression
via the Internet").
43. HRW Summary
2 <httpJl/www.cwrl.utexas.edul-monitors/1.1/hrw/summary.
htm.l> (accessed Sept. 22, 2000) (noting that "Censorship legislation was recently enacted
in the United States, the birthplace of the Bill of Rights as well as of this new communications medium and, for better or worse, a model for other nations' Internet polices").
44. Id. at 4 (stating that "[iun the attempt to enforce them, open societies will become
increasingly repressive and closed societies will find new opportunity to chill political
expression").
45. See generally Human Rights From Rhetoric to Reality, supra n. 2, at 37 (stressing
how human rights should be studied as they really are regulated and limited). This book
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rights of all nations' citizens and threatens to chill communication 46 and
47
inhibit the growth of this global information infrastructure.
Even though no existing treaties specifically protect human rights in
the context of the Internet, many international agreements or covenants
deal with human rights in general. 48 In 1948, the United Nations
adopted the Universal Declaration as a standard to which all societies
should aspire4 9 - the first comprehensive human rights instrument proclaimed by an international organization. 50 The Declaration came to be
a symbol of what was meant by 'human rights' in the international community, reinforcing the notion that all governments have a duty to en51
sure the enjoyment of the rights the Declaration proclaims.

C.

THE INTERNATIONAL COVENANT OF CIVIL AND POLITICAL RIGHTS

Two principal international human rights agreements5 2 the CESCR
and the ICCPR are derived from the Universal Declaration. 5 3 This Comment focuses on the ICCPR because it is the most recent and relevant of
the international human rights agreements pertaining to freedom of expression. While the aftermath of World War II sparked the conception of
the ICCPR, 54 nearly two decades of negotiations and rewrites were re55
quired before the final format of the ICCPR was agreed upon in 1966.
shows that when there is human rights discourse it is assumed that this interest requires
special legal or political protection. Id.
46. Id. at 1 (stating that "[tihe rhetoric of human rights draws on the moral resources
of our belief in the significance of an underlying common humanity, and points us in the
direction of a type of society which ensures that the basic human needs and reasonable
aspirations of all its members are effectively realized in, and protected by, law").
47. HRW Summary, supra n. 42, at 1 4; see also Human Rights From Rhetoric to Reality, supra n. 2, at 15 (explaining how the definition and protection of human rights at this
point remains a major theme of political, philosophical and legal discourse).
48. See generally InternationalHuman Rights Treaties and Internet Censorship, supra
n.12.
49. Manfred Nowak, U.N. Covenant on Civil and PoliticalRights CCPR Commentary,
XVIII at 4 (N.P. Engel 1993) (discussing the duties and obligations of the State Parties
when it comes to different international covenants).
50. Id. at XVII. The Declaration is a universally recognized standard, which creates
the "guiding rule" that, lays out the obligations of the States. Id. at 2.
51. Id.
52. Intl. Covenant on Civil and PoliticalRights, supra n. 5, at 171 (stating both covenants have been in force since 1976).
53. Id. This whole idea, and perhaps the term International Bill of Rights, were born
during the Second World War and projected to be part of the new postwar world order. Id.
at preface. Later, the term was applied to the ensemble of comprehensive instruments
developed under the aegis of the United Nations pursuant to the human rights provisions
of the UN Charter, namely, the UDHR, the ICCPR and its protocol, and the International
Covenant on Economic, Social, and Cultural Rights. Id.
54. Id. (stating that the United States ratified the covenant on June 8, 1992).
55. Id.
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In 1976, the ICCPR became international law5 6 after being ratified
by the required thirty-five countries. 57 The ICCPR requires ratifying
countries to recognize and protect a wide range of human rights,58 including the inherent dignity, equality and inalienable rights of all members of the human family. 5 9 The ICCPR stresses that human beings
should enjoy civil and political freedom and freedom from fear, and that
these freedoms can only be achieved if conditions are created whereby
everyone may enjoy civil and political rights, as well as their economic,
social and cultural rights. 60 The ICCPR also protects people against
cruel, inhuman or degrading treatment and recognizes their right to life,
liberty, security and privacy of person, freedom from arbitrary interference, 61 freedom of thought, conscience and religion, 6 2 freedom of opinion,
56. See generally U.N. Covenant on Civil and Political Rights CCPR Commentary,
supra n. 48. The underlying purposes of the Covenants were to lay down rules of conduct
for common observance and to be a source of legal obligation. See generally id.
57. Id.; see also Posner, supra n. 40, at 1211. In 1977 President Carter signed the
ICCPR, and sent it to the Senate for consent and ratification in 1978. Id. The Senate
Foreign Relations Committee held hearings on the Covenant and three other humans'
rights treaties in 1979. Id. "At the urging of President Bush, the committee renewed its
consideration of the Covenant with hearings in 1991 and subsequently referred the treaty
to the full Senate for formal approval." Id.
58. Id.
59. Intl. Covenant on Civil & PoliticalRights, supra n. 5. The States Parties to the
ICCPR recognize the inherent dignity and the equal and inalienable rights of all. Id. This
is set on a foundation of freedom, justice and peace for the whole world. Id. They also
recognize that these rights derive from the inherent dignity of the human person in accordance with the Universal Declaration of Human Rights. Id. This idea of human rights
means that all human beings should enjoy civil and political freedom and freedom from
fear and want, which can only be achieved if every person enjoys his civil and political
rights along-side his economic, social and cultural rights. Id. States are obligated under
the Charter of the United Nations to promote universal respect for, and observance of,
human rights and freedoms, and individuals have a responsibility to promote observance of
the rights recognized in the Covenant. Id.
60. Id.
61. Id. at 17 (stating that: (1) No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence, nor to unlawful attacks on his
honor and reputation; (2) Everyone has the right to the protection of the law against such
interference or attacks).
62. Id. at Art. 18. (denoting how everyone shall have the right to freedom of thought,
conscience and religion). This is a right, which includes freedom to have or practice a religion of one's own choice, while having the freedom, whether it be individually or within a
group, public or private, to manifest one's religion in worship. Id. This article notes that
no one shall be subject to coercion which could deprive a person from his freedom to have or
the adopt a religion or belief. Id. However, freedom to manifest ones choice of religion may
be subject to limitations prescribed by law when it is necessary to protect public safety,
order, health or morals or the fundamental rights and freedoms of others. Id. Lastly, this
article notes that states will respect the choice of a parent or guardian when it come to
choosing a religion for their children. Id.
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and expression. 64 To date 144 nations have signed the ICCPR with
very few actually being a party to the treaty. 6 5 The United States signed
the ICCPR in 1992 on condition that it would be a non self-executing
treaty. 6 6 This meant that the treaty would not be binding and the
United States could use domestic laws to resolve any disputes in relation
67
to human rights issues.
63

The ICCPR protects the basic civil and political rights of individuals,
by obliging parties to refrain from interfering in these protected areas of
personal liberty. Part II of the ICCPR imposes regulatory obligations on
signatories. 68 Specifically, the ICCPR requires its signatories to adopt
laws that give effect to the rights recognized in the ICCPR and to provide
effective redress to their citizens when these rights are violated. In the
latter part of the twentieth century we developed a more international
63. Id.
64. Id.
65. Intl. Covenant on Civil & PoliticalRights, supra n. 5.
Countries which have both Signed and Ratified [the ICCPR]: Afghanistan, Albania, Algeria, Argentina, Australia, Austria, Barbados, Belarus, Belgium, Bolivia,
Bulgaria, Burkina Faso, Cameroon, Canada, Central African Republic, Chile,
China, Colombia, Congo, Costa Rica, Cyprus, Czech Republic, Denmark, Dominican Republic, Ecuador, Egypt, El Salvador, Equatorial Guinea, Estonia, Finland,
France, Gabon, Gambia, Germany, Grenada, Guinea, Guyana, Haiti, Hungary,
Iceland, India, Iran, Iraq, Ireland, Israel, Jamaica, Japan, Jordan, Italy, Jordan,
Kenya, Korea (Democratic People's Republic of), Korea (Republic of), Lebanon,
Libya, Lithuania, Luxembourg, Madagascar, Mali, Malta, Mauritius, Mexico,
Mongolia, Morocco, Nepal, Netherlands, New Zealand, Nicaragua, Niger, Norway,
Panama, Peru, Philippines, Poland, Portugal, Romania, Russia, Rwanda, St. Vincent and The Grenadines, San Marino, Senegal, Slovakia, Somalia, Spain, Sri
Lanka, Sudan, Suriname, Sweden, Syria, Tanzania, Togo, Trinidad and Tobago,
Tunisia, Ukraine, The United Kingdom of Great Britain and Northern Ireland,
Uruguay, Venezuela, Viet Nam, Yemen, Yugoslavia, Zaire, Zambia, Zimbabwe.
Countries, which have signed, but not yet ratified the ICCPR Cambodia, Honduras, Liberia, and United States of America.
Id.
66. Catlin, supra n. 8, at 801 (quoting "[T]he United States Senate declared the ICCPR
a non-self-executing treaty). The declaration notifies the courts that they cannot use the
ICCPR directly until Congress and the Executive Branch pass legislation allowing such
action." Id.
67. Id.
68. Intl. Covenant on Civil and Political Rights, supra n. 5, at Art. 2 (stating each
party to the ICCPR must ensure that each citizen under its jurisdiction will be afforded the
rights recognized in the ICCPR). These rights will be without distinction of any kind, including: race, color, sex, language, religion, political or other opinion, national or social
origin, property, birth or other status. Id. Where laws are not already in place each State
must adopt such legislation to give effect to the rights recognized in the ICCPR and ensure
individuals whose rights or freedoms are violated have an effective remedy. Id. Under the
ICCPR, individuals claiming human rights violations shall have his rights determined by
competent judicial, administrative or legislative authorities to ensure that the remedy
granted will be enforced. Id.
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conscience, 6 9 reflected by the treaty, which recognizes that human rights
must be respected, and requires all governments to understand and define those rights. 70 The International Bill of Human Rights of the
United Nations, various laws and conventions all symbolize the international community's progression toward acceptance that 7 ' humanity has
72
to protect the rights of all people.
1.

The Human Rights Committee

The principal organ of implementation of the ICCPR is the Human
Rights Committee ("HRC"). 73 This Committee consists of eighteen
elected experts, nine of which are re-elected every two years by the 144
parties. Only states, which are a party to the ICCPR, may vote. The
eighteen experts serve in a personal capacity and may not take part in
examinations of their own country of origin. The ICCPR entrusts the
Committee with various functions designed to ensure that the signatories comply with the obligations they assume by ratifying the document. 74 Part IV of the ICCPR details how the HRC is selected and sets
out the scope of its duties. 75 Under Article 40 (4), when a report is filed,
69. Jimmy Carter, Adolfo Perez Esquivel & Tom J. Farer, The InternationalBill of
Human Rights, 105 (Entwhistle Books, 1981) (noting that during the last few decades
there has been more extended concern about international law).
70. Id. (stating we are confronted with the challenge of trying to find a deeper understanding of the meaning of human rights).
71. Id.
72. Id.
73. Intl. Covenant on Civil and Political Rights, 999 U.N.T.S.171, Art. 28 (Dec. 16,
1976).
1. There shall be established a Human Rights Committee. There shall be established a Human Rights Committee (hereafter referred to in the present Covenant
as the Committee). It shall consist of eighteen members and shall carry out the
functions hereinafter provided.
2. The Committee shall be composed of nationals of the States Parties to the present Covenant who shall be persons of high moral character and recognized competence in the field of human rights, consideration being given to the usefulness of
the participation of some persons having legal experience.
Id. The ICCPR is enforced at the international level by the HRC outlined in article 28. Id.
The HRC is responsible for receiving and evaluating the mandatory national reports submitted by signatory nations in regard to their efforts to give domestic effect to the provisions in the ICCPR. Id.
74. See generally The Covenant on Civil and PoliticalRights, supra n. 5.
75. Barbara Anne Lakeberg Dridi, Making the Reporting Procedureunder the International Covenant on Civil and Political Rights More Effective 1 (Norwegian Institute of
Human Rights 1991). The reporting procedure prescribed by Article 40 of the ICCPR is
obligatory on all parties. Id. States that have not ratified the Covenant are not accountable. Id. The HRC must examine the reports submitted by the parties under the Covenant
and further develop of this procedure for implementing the International Bill of Rights. Id.
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the Committee has a duty to review and study the report. 7 6 It then investigates the report and decides whether a violation has occurred. 77 If a
violation has occurred, the HRC requires the state in violation to provide
a remedy for the victims within a set time frame.
2.

The Optional Protocol

Additionally, there is the Optional Protocol ("Op")78 to the ICCPR,
which establishes a right for individuals to petition the HRC for redress
of human rights violations. 79 The OP is a very important complaint
mechanism because it provides an opportunity for redress to individuals
or groups who feel that they have been victims of human rights violations and have exhausted all domestic remedies. 8 0 The preamble to the
Optional Protocol reads:
The States Parties to the present Protocol, Considering that in order
further to achieve the purposes of the Covenant on Civil and Political
Rights and the implementation of its provisions it would be appropriate
to enable the Human Rights Committee set up in part IV of the Covenant to receive and consider, as provided in the present Protocol, communication from individuals claiming to be victims of violations of any
of the rights set forth in the covenant.
This instrument was adopted as a means to supplement the implemen76. Id. at 1 (stating "[t]he reporting procedure is not regulated by the Covenant itself,
except in outline form"). "A legal framework is provided by Article 40." Id.
77. Id. at 2 (stating this public report will be read by other governments, and by organizations and individuals within and outside the reporting state, and will receive great
criticism which in turn will serve to improve that state's behavior).
78. U. of Minn. Human Rights Library, supra n. 6, at Optional Protocol to the International Covenant on Civil and PoliticalRights. The OP was adopted and opened for signature, ratification and accession by General Assembly resolution in December 1966. Id. The
States Parties to the Protocol:
[C]onsidering that in order further to achieve the purposes of the Covenant on
Civil and Political Rights and the implementation of its provisions it would be
appropriate to enable the Human Rights Committee set up in part IV of the Covenant to receive and consider, as provided in the present Protocol, communications
from individuals claiming to be victims of violations of any of the rights set forth in
the Covenant.
Id. The Optional Protocol is a device whereby individuals in a signatory state can report
violations, which have injured them. Id.
79. Human Rights Watch, United Nations High Commissioner ForHuman Rights, Introduction to the Human Rights Committee <http://www.unhchr.ch/html~menu2 /6/a/introhrc.htm> (accessed Sept. 22, 2000). The article talks about how the ICCPR and its first
OP allow individuals to submit complaints to the HRC were adopted by the General Assembly in 1966 and entered into force in 1976. Id. The OP adds legal force to the ICCPR by
allowing the HRC to investigate and judge human rights violations complaints. Id.
80. Id. (stating the HRC has received more than one hundred complaints from Canadians since 1977, although most have been deemed inadmissible, because the individuals had
not exhausted local remedies before taking their case to the United Nations).

384

JOURNAL OF COMPUTER & INFORMATION LAW

[Vol. XXI

tation measures of the ICCPR. 8 1 The Protocol equips private parties
claiming violations of the Covenant with an option to file individual communications or complaints with the HRC.8 2 Recently there has been a
dramatic increase in the number of states that have ratified the Protocol
and which agree to accept claims to be filed against them. Any individual in a ratifying state who claims to be a victim of a state violation of
any right guaranteed by the ICCPR can submit a complaint to the HRC.
III.

ANALYSIS

"If liberty means anything at all, it means the right to tell people what
8 3
they do not want to hear."
The Internet offers tremendous opportunities for free expression and
speech to people all over the world. However, threats to free speech and
expression lurk behind this new technology. 8 4 International human
rights are a modern phenomenon, like the Internet, and the international community is widely recognized to have a vital interest in the promotion and protection of human rights of all forms.8 5 Although the
ICCPR, enacted forty-five years ago to protect individual human rights,
does not specifically address the rights of the Internet users, it can be
interpreted to encompass the protection of freedom of expression of Internet users. One problem with the ICCPR is that it provides for the
restriction of these rights in certain circumstances. Moreover, governments appear to be abusing these restrictions and using them as a ready
rationale for infringing upon the rights of their citizens.
A.

PROTECTION OF FREEDOM OF SPEECH AND EXPRESSION

In a perfect world the ICCPR both protects individual freedoms, as
well as allows governments to intercede against individuals who abuse
them. When applied correctly, the ICCPR effectively affords individual
citizens the right to freely and openly exchange and receive ideas and
information, while allowing governments to restrict these freedoms
when required to protect their country's best interests.8 6 If the ICCPR is
81. Ineke Boerefijn, The Reporting Procedure Under the Covenant on Civil and Political Rights Practiceand Proceduresof the Human Rights Committee, 96 (Intersentia-Hart
1999) (noting the Protocol has been in force since 1976 and the Human Rights Committee
has dealt with an ever-increasing number of individual communications).
82. Id.
83. George Orwell (1903-1950), The Freedom of the Press, N.Y. Times Mag. (Oct. 08,
1972).
84. See generally The Internet in the Mideast and North Africa, supran. 29 (noting that
many governments have adopted various means to restrict the flow of information online).
85. Id.
86. See generally Maurice Cranston, What are Human Rights? 74 (Univ. Newsltr.
Taplinger Publg. Co., Inc. 1973) (noting that the notion of Political and Civil Rights is

20031

CAGING THE BIRD DOES NOT CAGE THE SONG

385

to be used in the spirit in which it was created, it should have an agreed
upon interpretation and its application should be accepted uniformly. By
becoming a signatory to the covenant, each country should assume an
In the real
obligation to respect and to protect the rights of its8 citizens.
7
world, unfortunately, this does not always happen.
1.

Article 19 of the ICCPR

88
Loosely interpreted, Article 19 of the ICCPR protects rights that
are important in a democratic society; it guarantees an individual the
right to hold opinions and a right to freedom of expression without interference.8 9 It also notes that these rights are subject to restriction when
the interest of other individuals, or the community as a whole, is
implicated. 90
91
The HRC decision of Grille Motta v. Uruguay, where Motta was
arrested and interrogated by the government of Uruguay for allegedly
holding an important position in the Communist Party, is an example of

bound to be more disturbing because the rights it names are universal and they claim
immediate recognition).
87. See generally Hasan A. Rizvi, Internet-Enemy of the State <http://rc.sdmp.

1
undp.org/rc/forums/mgr/sdmpmgrs/msg00065 .html> (Aug. 19, 1999). This article lists sevtheir borders. Id. at 1 1. Twenty nations
from
Internet
the
barred
have
that
countries
eral
won't let the Internet in their boarders because they fear that the new technology is "a
threat to either national security or the social order." Id. Also people in places like "Iraq,
North Korea, and Libya don't have the right to use the Internet at all." Id. at 6.

88. Intl. Covenant on Civil and PoliticalRights, supra n. 5, at Art. 19.

1. Everyone shall have the right to hold opinions without interference.
2. Everyone shall have the right to freedom of expression; this right shall include
freedom to seek, receive and impart information and ideas of all kinds, regardless
of frontiers, either orally, in writing or in print, in the form of art, or through any
other media of his choice.
3. The exercise of the rights provided for in paragraph 2 of this article carries with
it special duties and responsibilities. It may therefore be subject to certain restrictions, but these shall only be such as are provided by law and are necessary:
a. For respect of the rights or reputations of others;
b. For the protection of national security or of public order (order public), or of
public health or morals.

Id.
89. Id.
90. See generally Dominic McGoldrick, The Human Rights Committee Its Role in the
Development of the International Covenant on Civil and Political Rights 460 (Clarendon

Press, 1996). McGoldrich gives the history of each Article of the ICCPR in great detail. Id.
It was discussed during the discussions of this Article, when it was brought up that paragraph 1 should allow interference only by a public authority. Id. Of course that suggestion
was rejected. Id. A person has the right to freedom of opinion without interference by
private parties as well, and the State is obliged to ensure these freedoms. Id.
91. See generally U. of Minn. Human Rights Lib., Alberto Grille Motto v. Uruguay

9 77
>. The HRC noted that Uruguay
<http://wwwl.umn.edu/humanrts/undocs/html/11_1
had submitted no evidence regarding the nature of the political activities in which Motto
was alleged to have been engaged. Id. at $ 17.
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a situation where a government attempted to restrict an individual's
right under Article 19 (3).92 In this case the HRC held that the Uruguayan government could not justify its action under Article 19 (3) of the
ICCPR if it could not produce sound evidence regarding the nature of the
political activity in which Motta was alleged to have engaged. 93 The
HRC asserted that in order for a government legitimately to restrict freedom of speech and expression under Article 19 (3) it must be clear that
the speech or activity in someway extended to political views that would
94
be a threat to the government and public order.
This holding is of potential importance in establishing limits for government infringement on freedom of speech and expression on the Internet. 9 5 With the growing importance of the Internet, governments are
increasingly attempting to regulate Internet content and communications and restrict information from crossing their borders. 9 6 When cases
of government control of electronic communication arise it would seem
that the ruling in Motta could be applied to prevent governments from
abusing their authority under Article 19 (3).97 For governments to place
restrictions on Internet content, they cannot rely on solely article 19 (3)
without explaining the scope and meaning of the alleged subversive activity and the concrete factual bases of the alleged offenses. 98 Governments now have a duty to provide specific information on how these
activities pose a direct and harmful threat to political order. It is not
enough simply to show that an individual has communicated those views
that are contrary to that of the government. 9 9

92. Id. at 2. HRC commenting that "[blare information from the State party that he
was charged with subversive association and an attempt to undermine the morale of the
armed forces is not in itself sufficient, without details of the alleged charges and copies of
the court proceedings." Id. at 17.
93. Id.
94. Id. (referring to the absence of any explanation of concrete factual bases of the
alleged offences as a violation).
95. Sohn, supra n. 37, at 14 (stating that international "human rights are of concern,"
and that there is a "duty to promote universal respect for ... human rights and fundamental freedoms for all without distinction").
96. Id. at 21. The ICCPR was drafted in a way to help states improve their domestic
laws and institutions so that the rights of individual would be protected throughout the
world. Id. at 22.
97. Motta, supra n. 91, at 17; see also Sohn, supra n. 37, at 23. A prime example is
the 1967 case where Denmark, Norway, Sweden, and the Netherlands brought a case
before the European Commission of Human Rights against Greece. Id.
98. Id. at 31-32 (noting that individuals gain rights under international law and this
development entailed different law-building stages: international concern about human
rights and a host of declarations and conventions concerning this issue).
99. Id.
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2. Article 20 of the ICCPR
A brief analysis of Article 20 shows that it provides an exception to
the rights provided by Articles 19 (1) and (2) whereby governments can
restrict the rights of individuals under certain circumstances. These restrictions extend to forms of propaganda resulting in acts of aggression
and advocacy of national, racial or religious hatred or discrimination.10 0
A good example of how Article 20 should work is in the admissibility
decision by the HRC of J.R.T. and the W.G. Party v. Canada.i 0 ' In this
case, under the CanadianHuman Rights Act, the government cut-off the
telephone service of J.R.T. and the W.G. Party. 0 2 J.R.T. and the W.G.
Party used their phone service to communicate hate messages that
warned of the "dangers of international finance and international Jewry
leading the world into wars, unemployment and inflation and the collapse of world values and principles." 0 3 J.R.T. and the W.G. Party
claimed that they were victims of infringements by the Canadian authorities of the right to hold and maintain their opinions, in violation of Article 19 (1) and (2) of the ICCPR. The State Party (Canada) contended that
its action was lawful under Article 20 (2) of the ICCPR.' 0 4 The HRC
held that the opinions "which Mr. T. seeks to disseminate through the
100. Intl. Bill of Rights - The Covenant on Civil and PoliticalRights 227 (Louis Henkin
ed., New York Columbia University Press 1981) (itemizing two factors prohibiting such
expression). First, any propaganda for war shall be prohibited by law. Id. Second, Any
advocacy of national, racial or religious hatred that constitutes incitement to discrimination, hostility or violence shall be prohibited by law. Id. When Article 20 is discussed in
this book it indicates that it was controversial to the ICCPR. Id. The opponents argued
that the prohibition might lead to abuse and be a detriment to human rights issues. Id.
Also states that the wording was vague and subjective and would not be effective if it encouraged governmental censorship. Id. Those in favor of the Article said that such prohibitions are not a threat due to Article 19 general limitation provisions. Id. In the general
comment of the HRC it stated "not all reports submitted by state parties have provided
sufficient information as to the implementation of Article 20 of the Covenant. Id at 371. In
view of the nature of Article 20, States parties are obliged to adopt necessary legislative
measures prohibiting the actions referred to therein." Id at 227. The comment goes on to
note, when looking at some of the states, that the reports find no law or appropriate efforts
are enforced to prohibit such actions, and many of the reports do not give enough information concerning the legislation and practice on a national level. Id.
101. See generally U. of Minn. Human Rights Lib., J.R.T. & W.G. Party v. Canada
<http://wwwl.umn.edu/humanrts/undocs/html/112-1981.htm> (Apr. 6, 1983). This is a
case where a Canadian human rights tribunal issued a cease and desist order against J.R.T
and W.G. Party for operating a recorded telephone message service, which warned callers
that Jews were perverse and lazy, and responsible for world wars. Id. at $12.4.
102. Id. at $ 2.3. J.R.T. and W.G. refused to comply and were held in contempt. Id. at
919!2.6-2.8.
103. Id. at 9$2.1. Subsequently they applied to the U.N. Human Rights Committee for
relief from this alleged infringement of their rights to free expression under the ICCPR. Id.
at 2.3.
104. Id. at %4.
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telephone system, clearly constitute the advocacy of racial or religious
hatred, which Canada has an obligation under Article 20 (2) of the Covenant to prohibit." 10 5
For Article 20 to be invoked properly when dealing with Internet
communications, countries must already have in place laws that govern
what is appropriate Internet content, and which do not impermissibly
restrict free expression. 10 6 By having guidelines already in place, governments are able to rely on domestic law to defend against a claim of
abuse of restriction on freedom of speech and expression. International
law and the U.S. law concerning freedom of expression have many parallels. Laws such as 47 U.S.C. § 223 make it illegal for a person to transmit obscene or harassing material by particular forms.1 0 7 Since there is
no international law that governs the Internet, governments have to use
both existing domestic and international laws, like the ICCPR, that are
in place to protect freedom of speech and expression.

B.

THE CURRENT SITUATION

"You have not converted a man because you have silenced him."' 08
Since countries seek to control the content of information to which
their citizens are exposed or are imparting over the Internet, individuals
around the world are experiencing human rights violations. In some
cases these so-called violations are legitimate, for example in Germany
the government is in a constant war with the global threat of neo-Nazism. 10 9 The ICCPR makes it clear under Articles 19 (1) and (2) that
105. Id. at 188 (finding that the ICCPR under Article 20 directly prohibited this clear
advocacy of racial or religious hatred).
106. See generally Catlin, supra n. 8. "The ICCPR is fundamentally based on equality,
nondiscrimination, and the need to balance the rights of all individuals in order to better
protect the rights of each [individual]." Id. at 795. "Article 19 provides the right to free
expression while Article 20 directly limits free speech." Id. at 797. "These conflicting principles frame the debate over the relative boundaries of free speech protection and hate
speech regulation, seemingly presenting an inconsistency within the ICCPR." Id.
107. See generally 47 U.S.C.S. § 223 (addressing obscene or harassing telephone calls in
the District of Columbia or in interstate or foreign communications).
108. John Morley, Rousseau <http://www.maller.com/quotes/default.html?axuth=john%
20Morley%2c%20%22Ro> (accessed Apr. 23, 2001).
109. See generally David E. Kaplan, Lucian Kim & Douglas Pasternak, Nazism's New
Global Threat The Internet Helps Build a Sophisticated Web of Violent, Well-funded Racists, Art. 20, U.S. News & World Rep. <http://ptg.djnr.com/ccroot/asp/publib/story/asp>
(Sept. 25, 2000). When the 24-year-old Hendrik Mobus "stepped ... onto American soil last
December, the German neo-Nazi was looking for more then a kindred sprit." Id. at 1 1.
Mobus is a convicted murderer who needed refuge. Id. "After serving five years in a German jail for helping strangle a fellow teenager, he had allegedly violated parole by disparaging his victim, raising his arm in a Nazi salute, and organizing gatherings of the far
right." Id. During this time "Mobus trekked across the U.S. for seven months, staying with
suspected white supremacists in places such as Washington State, Ohio, and Virginia." Id.
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everyone has the inherent basic right to impart, receive and seek information and ideas without interference through any media. As noted
above, increasingly, governments around the world are interfering with
computerized communications, and in these instances, an individual who
has exhausted all domestic remedies can look to Articles 19 (1) and (2) of
the ICCPR for protection. 110
1.

Infringing on the Rights of the Internet User

The HRC has reviewed a number of situations where governments
have infringed the rights provided for under Articles 19 (1) and (2) of the
ICCPR. The Committee has interpreted this section to mean that a citizen is guaranteed the right to freedom of speech and expression, which is
of paramount importance in any democratic society, and any infringement to the exercise of this right must meet a strict test of justification.
In a healthy society, individuals should be able to express their views
and thoughts both orally and written in a nonviolent matter. Yet governments often punish persons for using the Internet in a way that strips
them of their right to free speech and expression."'
at 2. Mobus finally "landed on a remote mountaintop in a rural part of West Virginia" of
the National Alliance. Id. The National Alliance is "a white supremacist group that the
Anti-Defamation League calls the largest and most dangerous in the nation." Id. After
about 10 weeks "U.S. Marshals caught up with him" and "now he faces deportation to
Germany." Id. Americans are the ones who won the war against Nazism, and ironically "it
is the Americans who are helping revitalize it." Id. at
4. "U.S. groups have been the
major source of Nazi-inspired books, memorabilia, and propaganda; such materials are illegal in Germany but protected by the First Amendment [in the United States]." Id.; Contra
R.A.V. v. City of St. Paul, 505 U.S. 377, 395 (1992) (holding that free speech protection
includes the burning of a cross on the lawn of a black family in the middle of the night).
110. Marking The Reporting Procedure Under The Intl. Covenant On Civil And Political
Rights More Effective, supran. 74, at preface. The preface of this book talks about how the
reporting procedure prescribed by Article 40 of the ICCPR is obligatory on all States that
have signed the Covenant. Id. But it also notes that a future-oriented discussion of the
effectiveness of the reporting procedure that is used to date along with the role of the HRC.
Id. "It takes account of debates and action in the Human Rights Committee, deliberations
by various United Nations organs, contributions by scholars, and further considerations."
Id. Mainly this action reflects issues and views expressed at a meeting arranged by the
Norwegian Institute of Human Rights in Geneva in mid July 1990. Id.
111. See generally e.g. Dow Jones Interactive, Lebanon: Amnesty International Condemns Harassmentof Human Rights Defender <http://ptg.djnr.com/ccroot.asp/publib.story.
asp> (Sept. 22, 2000). An example of the threat to free speech posed by government monitoring of the Internet, which occurred in Lebanon. Id. at 5. Kamal el Batal, director of a
human rights organization MIRSAD (Multi-Initiative on Rights), and Ziad Mugraby, director of Destination (ISP), were charged by the Lebanese military with defaming the police in
an e-mail message. Id. at
3. The message stated that it "deplor[ed] the blatant and
unlawful attempts by the police to interfere in the freedom of the Internet as well as the
freedom of expression the gay community." Id. at 4. They were charged "under Article
157 of the [Lebanese] Military Penal Code, which carries a penalty of three months to three
years [imprisonment]." Id. at J 3. Police interrogated Mugraby in an attempt to extract
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For example, under a new Russian law, the Federal Security Service
("FSB") intelligence agency can monitor all Internet traffic and eavesdrop on cellular calls and pager communications without the users' consent or knowledge. 1 12 This law requires all Internet service providers
("ISPs") to equip their networks with eavesdropping monitors and con1 13
nect them with a fiber-optic link to FSB intelligence headquarters.
This link allows the FSB to monitor all electronic transmissions, ranging
from private e-mails to e-commerce purchases. 114 If ISPs fail to imple1 15
ment this law, they lose their operating license.
When this law is tested under Articles 19 (1) and (2) of the ICCPR it
is easy to see that it directly restricts freedom of speech and expression.
The Russian government has implemented a law to encourage its citizens to voluntarily self-censor the information they send or receive via
the Internet. The government may hope that this law will have a chilling effect on certain types of communications by its citizens, who may
fear punishment if they were to freely send or receive these types of information. When laws like these are implemented in our societies they
have negative effects. For instance, in Russia the implementation of this
law may well result in the decline of individual use of the Internet and
cause ISPs to lose business. 116 This, in turn, could hurt the overall economy and stunt the growth of many productive civil society or non-governmental organizations in the community.
The Russian case is a clear example of how governments use their
power to police the Internet. The ICCPR was enacted to prevent just this
the identities of persons running a gay Lebanese Web site. Id. at T 2. MIRSAD came to the
defense of Destination and has suffered police harassment ever since. Id. at 911. Condemning the arraignment before a military court the defendants stated that the charge
"seem[ed] to be an attempt to harass and intimidate a human rights defender to prevent
him from carrying out his work." Id. This harassment began in April 2000 when police
officers entered the offices of Destination without a search warrant to collect information
on the persons who financed or installed this Web site. Id. at 912. The Web site contained
content relating to the Lebanese gay community and well as advocating legal reform. Id. at
4. The charges reportedly arose from MIRSAD's and Destination's attempts to protect
the privacy of information and to defend their rights against police harassment. See generally id.
112. Russia's Law Lets Agency Snoop On Online Traffic, Star-Trib. Newsp. of the Twin
Cities Mpls.-St. Paul lD 912 <http:/lptg.djnr.com/ccroot/asp/publib/story.asp> (Sept. 18,
2000) (noting that "[a]bout 7 million, or 4.8 percent of Russia's 145 million population, are
connected to the Internet").
113. Id. at 917. Now Russia is implementing a law that will allow all Internet traffic to
be monitored. Id. at 9 2.
114. Id. at T 7.
115. Id. at 917. Also "[hiuman rights advocates in Russia say these same issues that
aroused opposition in the United States are magnified in Russia because there are virtually
no checks to prevent the FSB from using its expansive powers to cross from law enforcement into political blackmail-and commercial espionage." Id. at 9111.
116. Id. at 917.
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type of act. 117 The ICCPR states that an individual can impart or receive information or ideas though any medium of his choice - language
that should encompass the Internet. 118 Laws should not be put in place
to stifle freedom of speech and expression but to protect these rights.
2.

Justificationof Why Governments Infringe on the Rights of Internet
Users

Many governments use Articles 19 (3) (a), (b) and 20 to restrict freedom of expression and to punish individuals for expressing views contrary to government ideology. In fact, the provisions are meant to limit
the right of freedom of expression only in certain circumstances, including protection of national security or public order and prohibition of the
advocacy of national, racial or religious hatred. 1 19 However, they are
often used, by governments to justify censorship of the Internet. 120 Internet censorship often arises because governments feel threatened by
the freedom the Internet affords and then begin to take protective measures. An example of government censorship is the prevention of political activists from spreading their ideas about political reform or
117. See e.g. Keith Schengili-Roberts, The Computer Paper, Web Celeb Top 10: Electronic Freedom-FightingSites <http://www.tcp.ca/June,1997> (June 1997). The Top 10
Web sites for freedom fighting include: Electronic Frontier Canada <http://www.efc.ca>;
Electronic Frontier Foundation <http://www.eff.org>; Electronic Privacy Information
Center <http://cpsr.org/cpsr/privacy/epic/epic.html>; The Anonymizer <http://www.
anonymizer.com>; CensorScan <http://www.razberry.com/razJcensor/top.htm>; Chronicle
of Freedom of Expression in Canada <http://www/efc.ca/pages/chronicle>; Legal Group for
the Internet in Canada <http://www/catalaw.com/logic>; American Civil Liberties Union
Cyber-Liberties Page <http://www.aclu.orglissues/cyber>; Declan McCulagh's Fight Censorship Mailing List Archive <http://www.eff.org/-declanfc/>; Electronic Frontiers Australia <http://www.efa.org.au/>; Student Association for Freedom of Expression Censor Bait
<http://www.nit.edu:8001/activities/safe/home.html>. Id.; see generally e.g. American Civil
Liberties Union Freedom Network, ACLU Joins InternationalProtestAgainst Global Internet CensorshipPlans <http://www.aclu.org/news/ 1999/n090999a.html> (Sept. 9, 1999).
"The [ACLU] today has joined rights groups from around the world in denouncing a proposed international Internet rating system that could provide governments with a
blueprint for censorship." Id. at 911. Members of the Global Internet Liberty Campaign
and others made a joint statement expressing how "the so-called voluntary ratings system
would actually facilitate governmental restrictions on Internet expression." Id.
118. Sohn, supra n. 37, at 8 (stating that international human rights are of influential
concern and that there is a duty to promote universal respect for, the fundamental freedoms for all without distinction).
119. Ralph Zacklin, Seminar on the Role of Internet with Regard to the Provisionsof the
Intl. Convention on the Elimination of All forms of Racial Discrimination <http://www.
unhchr.ch/html-tmp/html/menu2/10/c/racism/semrzstm.htm> (accessed Sept. 22, 2000)
(noting that it does not come as a surprise that racist and hate sites are appearing in
greater number on the Internet).
120. Id. (asking whether it is an Anti-Semitic home page, a White Nationalist Resource
Page, or the Ku Klux Klan Web page).
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government corruption.' 2 1 Governments often use maintenance of civil
and political stability as a rationale to defend their attempts to censor
the Internet. 2 2 When infringing on the rights of Internet users governments frequently justify their actions by asserting that they are protecting the health or morals of the community or prohibiting forms of

discrimination. 123
On the other hand, limitations to freedom of speech and expression
are sometimes legitimate. For instance, one is not able to yell "fire" in a
crowded arena, 124 most jurisdictions have laws against slander,' 25 most
societies impose some controls on freedom of movement' 2 6 and in some
situations limits are imposed to protect national security. Governments
can, however, abuse their powers to control information coming in and
out of the country when they do so without legitimate justification.
Governments are able to use Article 19 (3) and 20 to justify restriction on free speech and expression because the terms of these articles are
too vague and can be interpreted too broadly, leaving room for abuse. In
Lebanon, for instance, the government arrested the director of a human
rights organization for posting content on a Web site relating to the Lebanese gay community which advocated legal reform.1 27 In this case, the
government's interpretation of public morals and national security was
too broad and one-sided.' 28 Its actions did not protect national security
or public morals, but simply punished an individual for expressing a
view that differed from the government's view. The United States ad121. Id. (noting in North America Hi-tech hate is growing and an increasing rate. Id.
Two factors can be attributed to this increase. 1) The anonymous nature of the authors,
and 2. The relatively cheap cost for establishing a Web site. Id.
122. Id.
123. David Hearst, Yahoo! Faces French Fines for Nazi Auctions <http://ptg.djnr.com/
ccroot/asp/publib/story.asp> (accessed Oct. 20, 2000). Recently, in May 2000, French courts
ordered Yahoo!, one of the world's leading ISPs, to block those parts of its U.S. Internet
sites on which third parties are able to auction Nazi memorabilia to French citizens. Id.
This action was brought by the Union of Jewish Students and the International League
Against Racism and Anti-Semitism (LICRA). Id. A representative from the group stated
"this is barbarism and we should not have to take it, and while Americans can do what they
want as the law stands in Paris it is illegal." Id. The French court noted that, as a general
rule, freedom of expression is less protected in Europe than in the United States and that
in this case the key issue concerns technology rather than philosophy or constitutional
rights. Id. The judge went on to say that the Web sites selling Nazi paraphernalia are "an
insult to the collective memory of the country," while rejecting the arguments of Yahoo!
that its auctions were protected by the First Amendment of the United States Constitution.
Id.
124. Schenck v. United States, 249 U.S. 47, 53 (1919).
125. Id.
126. Id.
127. See generally Lebanon: Amnesty International Condemns Harassment of Human
Rights Defender, supra n. 109.
128. See generally id.
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dressed a similar issue in Reno v. American Civil Liberties Union where
the court held that while the Communications Decency Act ("CDA")
would protect children from undesirable content, it would also prevent
adults from accessing legal content.1 29 The court held that sexual expression, which is indecent but not obscene, is protected by the free
speech rights of adults under the First Amendment, 1 30 and the fact that
society may find such speech offensive is not a sufficient reason for sup-

pressing

it.1

31

C.

PROPOSING

A ICCPR

DEFINITIONAL INDEX

When situations arise where ICCPR provisions are interpreted too
broadly, governmental abuse can rise. 132 Vague or overbroad terms
within a covenant or law, which allow broad interpretation, may result
in abusive sanctioning of acts.1 33 One way to remedy this problem is by
drafting a definitional index that would require states to better respect
the spirit and purpose of the ICCPR. Such an index could place a narrower meaning on those overly broad terms which governments are
abusing and thereby reduce the abuse. Besides the reduction of abuse by
the governments, a definitional index would encourage the countries
that have signed the ICCPR but are not yet a party, to become a party
and be bound by the treaty because of concerns about its imprecision.
Reducing the vague terminology would also result in a better understanding of what parties are obligated to. One of the main reasons that
the United States made the ICCPR a non-self executing treaty was because the wording was too vague, and the United States believed it could
129. Reno v. ACLU, 521 U.S. 844, 871-872 (1997). "The vagueness of such regulation
raises special first amendment concerns because of its obvious chilling effect on free
speech." Id.
130. Id. at 873 (stating the CDA's burden "on adult speech is unacceptable if less restrictive alternatives would be at least as effective in achieving the Act's legitimate
purpose").
131. Id. (stating Governmental interest in protecting children from harmful materials
"does not justify an unnecessarily broad suppression of speech addressed to adults").
132. See generally Mojica v. Reno, 970 F. Supp. 130 (E.D.N.Y. 1997) (discussing how a
court deals with ambiguous statutory construction).
133. Eight Reasons the International Cybercrime Treaty Should be Rejected <http://
www.treatywatch.org/TreatyProblems.html> (April 05, 2003) (stating the ICCPR is not the
only treaty with overly broad terms and provisions). This article outlines eight reason why
the International Cybercrime Treaty should be rejected: 1. "The treaty lacks privacy and
civil liberties protections;" 2. "The treaty is far too broad;" 3. "The treaty lacks a dual criminality requirement for cooperation with the police of other nations;" 4. "Protection for political activities is too weak;" 5. "The treaty threatens to further unbalance intellectual
property law;" 6. The treaty would give police invasive new surveillance powers;" 7. "The
treaty contains an overly broad criminalization of hacking tools;" and 8. "The treaty was
drafted in a closed and secretive manner." Id.
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lead to excessive litigation.1 3 4
To develop such an index a committee could be formed. To promote
fairness the committee might be formed of one representative from each
country that is a Party to the ICCPR. This committee would look at
vague terms that are now present in the ICCPR and propose definitions
to these terms that would have a universal meaning.
1.

Benefits of a DefinitionalIndex

In order for the ICCPR to work properly, its human rights provisions
must be interpreted correctly. The addition of a proposed definitional
index would help eliminate unclear and vague terms that can be interpreted too broadly. The index should contain important provisional
terms applicable to the ICCPR as a whole. It should also contain the
definitions (in alphabetical order) of the forty or so terms used throughout the ICCPR. In addition, whenever governments or the HRC need to
clarify an ambiguous term, the index should provide definitions especially applicable to the article involved. By having such universal terms,
most countries will know from the start what their duties to their citizens under the treaty would be, making it much easier for the countries
to decide if they want to become a party to the ICCPR or not.
2. Drawbacks of a Definitional Index
With such a definitional index, governments could argue that these
definitions are not universal and would apply in different ways in different countries. They could argue that each country's problems are unique
and that universal international definitions should not limit governments from applying their own laws and standards. Such a definitional
index would limit the ability of governments to rule in the way that they
feel would best address the "threats" they face within their own borders
to public order and national security, which some governments would
argue is an unacceptable limitation on national sovereignty. This argument will fail because the notion of affording every human being the protection from violations of their human rights outweighs any particular
governmental standard. The proposed definitional index is not meant to
take away any of the power of the governments, but to give them a clear
understanding of the inherent definitions of universal terms. Only
terms that should be universally understood would be placed in the definitional index, leaving little room for debate.
134. Catlin, supra n. 8, at 180.
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3. The Text
SAMPLE DEFINITIONAL INDEX TO THE ICCPR
Subject to additional definitions contained in the subsequent article
of this Covenant that are applicable to specific articles or provisions
thereof, and unless the context otherwise requires, in this Covenant:
"Advocacy of national, racial,or religious hatred" means the pleading of enmity or active hostility towards individuals of a specific nationality, race or religion coupled with malice that suggests violent
13 5
hostility.
"NationalSecurity" means measures taken to guard national borders, government operations and jurisdictions from threats by individuals, groups or other nations. The state of being securely protected and
13 6
free from dangers directed at a people or its government.
"Publicorder / Public morals" means the maintenance of peace, general welfare and social standards of a group of people that are united
13 7
under the laws and rule of a particular government.
"War propaganda"means measures taken publicly or privately to
deliberately spread ideas, mis-information or allegations for the purpose
of starting or furthering a cause of hostility between nations for a partic138
ular end.
There are two possible ways to implement this addition to the
ICCPR. First, the definitional index could be amended to reflect the
changes. For the definitional index to be amended, all of the signatories
and State Parties would have to approve the amended the changes which
would be binding on the State Parties. The second way would be to add a
new Optional Protocol, which clarifies the treaty's vague terms and establishes more precise definitions. The latter option would be the simpler and most effective way to implement the definitional index because
it would give the countries that have signed or are already a party the
option to adopt the index, in the process encouraging new states to consider signing the agreement and protocol.
D.

ENFORCEMENT OF THE

ICCPR

While this Comment does not intend to focus on the enforcement of
the ICCPR, a discussion of the ICCPR would be incomplete without a
brief word about enforcement. 139 Under the ICCPR, the protection of
135. See generally United Nations, Intl. Covenant on Civil & PoliticalRights, supra n. 5.
136. Id.
137. Id.
138. Id.
139. See generally U.N. Covenant on Civil and Political Rights CCPR Commentary,
supra n. 55 (stating that International human rights laws or agreements are like all others,
creating rights and duties between states or individuals).
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individual human rights is guaranteed. 140 The ICCPR was designed to
assure that human rights, including free speech and expression, are
respected in societies around the world. 14 1 Yet in many cases, the right
to speak freely over the Internet is not being enforced. 14 2 There are certain rights that are inherent to every human being and some that are
not. For example, one should be able to speak freely over any medium
without fear of government intervention. On the flip side one cannot
falsely yell "fire" in a crowed theater. 14 3 Under the ICCPR the states
that have signed and are a party to the Covenant are required to enact
legislation to ensure that these rights, which are inherent to their inhabitants, are protected.144 Once a state has ratified the ICCPR it guarantees to respect and protect the rights set out to all persons in its
14 5
jurisdiction.
Under the ICCPR, the party states are required to enact laws, where
laws are not already provided for by existing legislation or other measures, which protect these rights.146 States are to take the necessary
140. Id. Early experience with the composition of the HRC underscores difficulties,
which have beset other UN bodies, which include government officials serving in their personal capacities. Id. at 6. This makes it difficult for these experts to devote the necessary
time and attention and remain impartial. Id.
141. Ineke Boerefijn, supra n. 81, at 281-82. Human rights are protected under the
ICCPR and States have an obligation to uphold these rights. Id. There is evidence that the
enjoyment of human rights protected under the Covenant is seriously affected in certain
States Parties. Id. The Committee has on a number of occasions resorted to the practice of
requesting the State's parties concerned to submit reports on the situation urgently, generally within three months. Id.
142. Sohn, supra n. 37, at 23. There are some international laws relating to human
rights. Id. The ICCPR embodies several groups of rights. Id. These rights are in no particular order although some are given more priority than others. Id.
ITihe Covenant appropriately begins with safeguards relating to the right to life,
the physical integrity of a person, the freedom of slavery and forced labor, the
freedom from arbitrary arrest, the freedom from torture or cruel, inhuman, or degrading treatment or punishment, and the right to a fair and prompt criminal
process, with all necessary safeguards for the individual's right to an adequate
defense.
Id. at 23-24.
143. See generally Schenck v. U.S., 249 U.S. 47, 53 (1919).
144. Marking The Reporting Procedure Under The InternationalCovenant On Civil And
PoliticalRights More Effective, supra n. 74, at 25 (stating that Article forty only talks about
the duty of parties to submit reports, not about any duty to co-operate with the HRC). The
parties have a right to submit observations at certain stages, but they are not obliged to
send representatives to the HRC's sessions to answer the HRC's questions. Id.
145. Id.
146. Id. (stating the Committee's practice is that requests have responded to violations,
with the exception of the request for a special report on Hong Kong). This section of the
book notes that it would useful if the Committee would intervene in situations in which
there are possible indications of a violation. Id. For example, the recent closing down of
independent newspapers in Serbia, could be such an indicator of a curtailment of the right
to freedom of expression. Id.
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measures in accordance with their constitutional processes to adequately
protect their citizens. 1 4 7 These measures are to be reported to the HRC,
and when any applicable situation arises a report is to be submitted to a
1 48
committee for further investigation.
1.

The Impact of Enforcement

The ICCPR is designed to protect individual rights against arbitrary
government actions. 1 4 9 In theory, enforcement should promote and protect human rights, which leads to a government founded on freedom, justice, and peace in the world. 150 To enforce this Covenant, over 100 states
are entitled to demand that other ratified states implement this document properly. 1 5 1 In such cases, individuals or other states are to submit their complaint to the HRC for investigation, and if the complaint is
valid, the HRC will call upon the violating state to implement an effective remedy. 15 2 Proper enforcement assures that the protection of individual human rights would no longer be limited to the state of
nationality or subject to that state's whim. 15 3 Effective enforcement
would mean that all ratified states would be able to bring a matter before
54
an international body (HRC) and demand that justice be served.'
147. The Reporting Procedure under the Covenant on Civil and PoliticalRights Practice
and Procedures of the Human Rights Committee, supra n. 80, at 283. While violations of
human rights can occur despite treaties, and the activists of the committees may be ignored, when the covenant is violated, the reporting procedure ensures that the covenant is
not meaningless. Id.
148. Id. (stating that there appears to be a definite need for defining the parties' reporting obligations).
149. Id. (noting that individuals gain rights under international law and this development entailed different law-building stages: international concern about human rights and
a host of declarations and conventions concerning this issue).
150. Making the Reporting Procedure under the Intl. Covenant on Civil and Political
Rights More Effective, supra n. 74, at 1.
151. Id. (stating the ICCPR provides that each ratifying state periodically reports on the
progress made in the rights recognized in the Covenant).
152. Id. (stating the ICCPR provides for a Human Rights Committee with jurisdiction
over complaints of one state that another state has not fulfilled its obligations under the
Covenant).
153. Boerefijn, supra n. 81, at 348 (stating it has been concluded that the reporting cycle
is too long to return to pressing issues identified in the concluding observations). The HRC
recently adopted procedure to request a State Party to receive a mission when the consideration of a report revealed a grave human rights situation this constitutes a welcome innovation. Id.
154. Id. at 353 (stating that the examination of reports have been based on legislation
and legal procedures). This is done because reports contain information on legislation and
little on practice. Id. Also, the majority of the HRC have legal backgrounds. Id. While the
nature of the reporting procedure is one of the monitoring devices used. Id.
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Ways to Enforce

Unfortunately, as seen from recent situations in Russia, Lebanon,
and a host of other countries, continuing abuses of the rights to freedom
of speech and expression require that a binding effect be examined. Most
international agreements like the ICCPR are "soft law" 15 5 rather than
'"ard law." 156 These documents provide little more than guidelines that
states need not follow. One improvement would be a requirement for
states, when ratifying the ICCPR, to also agree to be bound under the
HRC and the OP. This would greatly help enforcement, because any violation could then be brought before the HRC. However, the HRC should
not only have the authority to investigate the violation, but also the
power to design effective remedies. At present, the HRC can only ask the
violating states to implement a remedy within a specific time frame. If
the HRC could stipulate the remedy that a state should take, it would be
able to keep track of whether states are complying with the remedy. If
the remedies are not implemented, the HRC should be able to recommend trade or other sanctions until the remedy is affected. By doing
this, the HRC and the ratifying parties would be demonstrating their
commitment both to the rights of their citizens and to the correcting of
any wrongs that have occurred.
Currently, if a state does not agree to be bound by the HRC or the
OP, no claim can be brought against that state, giving it free rein to
abuse its policing of Internet communications. Until states agree to allow the HRC to force compliance with the ICCPR, the HRC needs to develop a practice of following-up on every item in its reports, calling for
157
more information, and challenging dubious state claims, as required.
155. Intl. Law Anthology, 148-52 (Anthony D'Amato ed., Anderson Publishing Co.
1994). Soft law is a nonbinding agreement. Id. at 148.
In sum, the intention manifested by a state in regard to a given convention is
henceforth of little account: whether it signs it or not, becomes party to it or not,
enters reservations to such and such a clause or not, it will in any case be bound by
any provisions of the convention that are recognized to possess the character of
rules of customary or general international law.
Id. at 152. Many soft international norms are actually intentionally made soft. Id. They
would be unworkable if the laws were made any harder. Id. "Distinctions between degrees
of control intention and severity of sanction are extremely important for scholars and practitioners." Id. at 149.
156. Id. at 148 (stating hard law is made up of the "norms creating precise legal rights
and obligations, the normative system of international law comprises more norms" "whose
substance is so vague, so uncompellling, that A's obligation and B's right all but elude the
mind").
157. See generally U. of Minn. Human Rights Library, Delia Saldias De Lopez v. Uruguay <http'//wwwl.umn.edu/humanrts/undocs/html/52_1979.htm>. The following is an example of how the HRC analyzes a case that is brought to them. Id. In this case Lopez
alleged that he was discriminated against because he was alleged to be an active participant in a trade union movement. Id. In deciding this case, the HRC found that there had
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CONCLUSION

"Speak Up at Your Own Risk,"1 5 8 "Religious Leaders: Anti-Terrorism Bill Threatens Free Speech," 15 9 and "Colleges Provide Chilly Clibeen a violation of Article 19 because Lopez suffered persecution for his trade union activities. Id. Lopez states that he was arrested and held without charges for four months. Id.
Lopez asserts that he was subjected to torture and ill treatment. Id. As a consequence of
which he suffered a broken jawbone and perforation of the eardrums. Id. The state responded that "the communication concerned is completely devoid of any grounds which
would make it admissible by [the HRC] since, in the course of the proceedings taken
against [Lopez] he enjoyed all the guarantees afforded by the Uruguayan legal order." Id.
After his release, and while still subjected to harassment by the authorities, he moved to
Argentina, and obtained recognition as a political refugee. Id. The HRC ruled that the
State had violated Lopez's rights and considered the fact that the State has not specified in
what subversive activities Lopez was allegedly involved or clarified how or when he engaged in these activities. Id. "It would have been the duty of the State party to provide
specific information in this regard, if it wanted to refute the allegations of [Lopez] that he
had been persecuted because of his involvement in the trade-union movement." Id.; see
generally U. of Minn. Human Rights Library, Hetzberg v. Finland <http://wwwl.umn.edul
humanrts/undocs/html/14_61.htm> (accessed Sept. 22, 2000) (stating Hetzberg alleged
that the Finland authorities, including the State-controlled Broadcasting Company, had
interfered with his "right to freedom of expression and information"). This claim was
brought because the authorities imposed sanctions against Hetzberg in, censoring radio
and television programs dealing with homosexuality. Id. The State argued that the purpose of the relevant prohibition in its Penal Code on the public encouragement of indecent
behavior between members of the same sex was to reflect the prevailing moral conceptions
in the State. Id. The State also argued that the decisions of the Finland Broadcasting
Company concerning the programs referred to did not involve the application of censorship
but were based on general considerations of program policy in accordance with the internal
rule of the company. Id. The HRC accepted the contention of Hertzberg that his rights
were violated or restricted under Article 19 by the censoring of the programs. Id. Further
the HRC states "[wihile not every individual can be deemed to hold a right to express himself through a medium like TV, whose available time is limited, the situation may be different when a [program] has been produced for transmission within the framework of a
broadcasting organization with the general approval of the responsible authorities." Id.
The HRC finds that it "cannot question the decision of the responsible organs of the Finland Broadcasting Company that [forms of media] are not appropriate forums to discuss
issues related to homosexuality." Id. But under Article 19 the exercise of the rights provided for in this Article carries with it special duties and responsibilities for the issues at
hand. Id. The HRC notes that as far as these forms of media are concerned, the audience
cannot be controlled. Id. In particular, harmful effects on the under aged cannot be excluded. Id. Therefore the HRC expressed the view that there had been no violation of the
rights of Hertzberg under 19(2). Id.
158. Freedom Forum, Speak Up at Your Own Risk <http://www.freedomforum.org/tem
plates/document.asp?documentID=14986> (accessed April 05, 2003). This article discusses how because of September 11 expressions of patriotism are more prevalent, but for
those who exercise their First Amendment rights run the risk of public backlash.
159. Freedom Forum, Religious leaders: Anti-terrorism Bill Threatens Free Speech
<http://www.freedomforum.org/templates/document.asp?documentID=15218>
(accessed
April 05, 2003) (stating that churches and religious organizations agree that steps need to
be taken to fight terrorism, but the antiterrorism bill before Congress would victimize im-
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mate for Free Speech Since Attacks,"1 6 0 are all too familiar subject titles
in today's climate of heightened National Security. One cannot conclude
an article on the violation of the fundamental right of free speech without a short discussion on censorship following the September 11, 2001
terrorist attacks on the United States. There is reason to be concerned
that the events of September 11 have resulted in incidents of government censorship and suppression of speech and even their institutionalization in law. Since the attacks, we hear the suppression of speech
being justified for "the safeguarding of our National Security" and "for
the purpose of protecting our great nation." Because the events of September 11 were so horrendous, many Americans are willing to surrender
their civil liberties to safeguard National Security at the behest of their
government, yet this does not make it right. A rich and powerful country
like the United States should be able to enhance its National Security
without requiring its citizens to compromise their civil liberties.
The terrorist attacks of September 11 have had a profound chilling
effect on the electronic frontier of freedom of speech. They have affected
the information that is available on the Internet, resulting in increased
government surveillance of Internet communication and the people trying to provide this information. There have been several cases where
Web sites have been shut down by the U.S. Government, 16 ' other Governments, 16 2 Internet Service Providers, 16 3 Web site owners, 16 4 and not
to mention the incidents where media professional or other employees
migrants and give too much authority to federal law enforcement). "The Goal of our national security should be defending our freedom, not limiting it." Id.
160. Freedom Forum, Colleges Provide Chilly Climate for Free Speech Since Attacks
<http://www.freedomforum.org/templates/document.asp?documentID=15158>
(accessed
April 05, 2003) (stating that the article deals with how college faculty and staff who give
opinions on the September 11 attacks are facing 'rebuke in public and private, suspension
and investigation").
161. Declan McCullagh, Wired News, FBI Seeks Pearl Video Ban on Net 1 <http:fl
www.wired.com/news/politics/0,1283,52772,00.html> (accessed April 05, 2003) (noting the
FBI ordered an Internet Service to stop distributing the unedited video ofjournalist Daniel
Pearl being brutally murdered). A customer of Pro Hosters had posted the short video on
the ogrish.com site. Id. Pro Hosters has removed the video. Id.; see also Michelle R Davis,
Education Week on The Web, No URL Left Behind? Web Scrub Raises Concerns <http:ll
www.edweek.org/ew/ewstory.cfm?slug=03web.h22> (accessed April 05, 2003) (stating the
Department of Education is in the process of making sure that material on its Web site is in
conformity with the Bush administration's political philosophy). The article says that "the
department will strip its ed.gov site of thousands of files. . ." Id.
162. Wired News, England Closes Extremist Site <http:/www.wired.com/ news/conflict/
0,2100,47307,00.html> (accessed April 05, 2003) (stating the British is cracking down on
Islamic extremists). This article deals with how the Sakina Securities web site was shut
down for offering young Muslims information about explosives and the "art of bone breaking." Id. The same day the British government arrested a forty-three year old Sakina instructor on terrorism charges. Id.; see also Bill White, Canadian Feds Shut Down
Overthrow.com <http://www.indymedia.org/front.php3?article-id=86499&group=webcast>
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16 5
have been placed on suspension or terminated.
We must remember that the Internet offers an unprecedented opportunity for individuals to exercise their rights to express ideas, and
seek, receive and use information regardless of frontiers.' 6 6 Generally,
countries, which ratify the ICCPR, have extended the protection of these

(accessed April 05, 2003) (stating this Article deals with how the Canadian government
threatened arrest of ISP if a Web site was not taken down).
163. Politechbot, Declan McCullagh, Web Hosting Company Pulls Plug on Pro-IRA Radio Station <http://www.politechbot.com/p-02605.html> (accessed April 05, 2003) (stating
this pro IRA site archives all Radio Free Eireann broadcasts, has been taken down because
the web service provider Hypervine was "threatened with seizure of their assets if they
continued to host terrorist radio programs"); see also Janet Kornblum, Radical Radio
Shows Forced from the News, <http://www.usatoday.contech/news/2001/10/16/ebrief.htm>
(accessed April 05, 2003) (noting Al Lewis, who played Grandpa on the Munsters television
show, was shut down by Web hosting provider Hypervine as well as IRA Radio and Our
Americas).
164. Julia Scheeres, Suppression Stifles Some Sites <http://www.wired.com/ news/business/0,1367,47835,00.html> (accessed April 05, 2003) (showing that because of the September 11th attack, government and private web sites are pulling content that could be seen as
unpatriotic or a risk to national security). While the defense for this action is that it's in
the country's best interest, freedom of speech advocates see it as "anti-democratic and chilling." Id.; see generally The Flag Burning Page <http://www.esquilax.com/flag> (accessed
April 05, 2003) (stating the owner of this page explains that this is a cause to protect freedom of speech and as a resource for people who are doing research on the issue).
165. The Progressive, Another Prize-WinningJournalistFired<http://www.progressive.
org/webex/wxmc0309O2.html> (accessed April 05, 2003) (noting for the past seven years
Tim McCarthy has been the editor of the Courier, a weekly newspaper in Littleton, New
Hampshire). He has won awards like "Editorial Writer of the Year." Id. After McCarthy
repeatedly editorialized against George W. Bush's "recklessness, and his defense of a
cartoonist who was under the gun for a controversial panel criticizing the President, he was
fired. Id.; see also Arianna Online, Land of the Free? <http://www.ariannaonline.comcolumns/files/092401.html> (accessed April 05, 2003). When ABC's Politically Incorrect Bill
Maher said on his show that "we have been the cowards lobbing cruise missiles from 20,000
miles away. That's cowardly." Three ABC Affiliates pulled subsequent episodes from the
air. Id.; see also, St. Petersburg Times Online, USF Will Fire Al-Arian <http://www.sptimes.com/News/122001rampaBay/USF-willfireAl_Aia.shtml>
(accessed April 05,
2003) (stating Al Arian was banned from campus after he appeared on the Fox News Channel's The O'Reilly Factor). The article notes that the suspended professor "violated his
contract by not making clear that remarks in off campus speeches reflected personal
views." Id.
166. See generally Suntrust Bank v. Houghton Mifflin Co., 268 F.3d 1257 (noting the
case dealt with how the owners of copyright in novel "Gone With the Wind" brought a claim
action under copyright Act to prevent publication and distribution of an allegedly infringing book "The Wind Done Gone"). The Court of Appeals, held that it was unlikely that the
plaintiff would be able to overcome defendants' fair use defense. Id. The case notes that
copyright does not immunize a work from comment and criticism. Id. at 1265; see generally
Trade-RelatedAspect of Intellectual Property Rights (TRIPS) <http://www.wto.orgfenglish/
tratope/trips_intel2_e.htm> (assessed Apr. 5, 2003). The Trips Agreement, which came
into effect on January 1, 1995, "is to date the most comprehensive multilateral agreement
on intellectual property." Id.
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basic human rights. However, government censorship of the Internet in
Russia, Lebanon and many other countries around the world including
the United States, continue to violate Articles 19 (1) and (2) of the
ICCPR. States that have signed and ratified the ICCPR have a duty to
provide their citizens with protections against such actions, and not to
abuse the exception provisions of Articles 19 (3) and 20. Unfortunately,
the actions of some states are inconsistent with the commitments that
they have signed.
This does not mean that governments do not have the right to police
the Internet. When individuals or groups promote hatred or views on
issues that threaten public order, under the provisions of these articles of
the ICCPR governments can counteract direct threats to the healh and
morals of the public and take action to restrict abuse of free speech and
expression. If applied correctly, limitations on certain kinds of free expression (e.g., of hatred) actually help protect the basic human rights the
ICCPR was designed to guarantee. Allowing governments to restrict
free expression in these instances protects the good of society.
The ICCPR protects the rights of both the individual and the government, but with some necessary and legitimate limitations. A definitional
index should help reduce the abuse of these restrictions by placing a narrower definition on terms that are now too broadly interpreted by governments. It should help to clearly define the particular and limited
circumstances in which the application of laws that keep citizens safe are
permitted to limit the individual's right to freedom of expression. Society
should be able to restrict only the abuse of free expression which results
in the dissemination of child pornography, racist hate speech, or the selling of Nazi memorabilia for example.
With the greater clarity offered by a definitional index, governmental abuse of the restriction provisions should be greatly reduced. For this
approach to succeed, states must still enforce the Covenant. All states
have an obligation to monitor each other's human rights record, to identify states that are violating the rights of free speech and expression, and
to report any violations to the HRC. Confidence in the Covenant will be
stronger when violations are reported and stronger sanctions placed on
states that abuse human rights. Since enforcement machinery is available (through the HRC and OP), there is no reason why the ICCPR could
not pressure governments to desist from violating human rights. As
more states sign and ratify the ICCPR, stronger compliance and enforcement should begin to remedy human rights violations, including restric-
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tion of free expression on the Internet, setting both the proverbial caged
bird and its song free.
Antoine L. Collinst
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